
CISA Cybersecurity Services & Resources for Everyone

For Small/Medium Businesses Don't Know Where to Start

Cybersecurity
Resources

CISA's Cybersecurity Performance Goals (CPGs) are a subset of  cybersecurity practices, selected 
through a thorough process of  industry, government, and expert consultation, aimed at meaningfully 
reducing risks to both critical infrastructure operations and the American people. These voluntary CPGs 
strive to help small- and medium-sized organizations kick start their cybersecurity efforts by prioritizing 
investment in a limited number of  essential actions with high-impact security outcomes. Download the 
report that explains all of  the actions organizations can take here, the checklist for implementing CPGs 
here, and the spreadsheet matrix if  they’re rather work with it in that format here.
Vulnerability Scanning: Evaluates external network presence by executing continuous scans of  public, 
static IPv4s for accessible services and vulnerabilities. This service provides weekly vulnerability reports 
and ad-hoc alerts.
Web Application Scanning: Evaluates publicly accessible web applications to uncover vulnerabilities and 
misconfigurations that attackers might exploit. This comprehensive evaluation includes, but is not limited 
to, the vulnerabilities listed in the OWASP Top 10, which represent the most critical web application 
security risks. This service provides detailed reports on a monthly basis monthly, as well as on-demand 
reports to help ensure your web applications remain secure. 
Cyber Infrastructure Survey (CIS) The CIS is a free service provided by CISA that evaluates the 
effectiveness of  organizational security controls, cybersecurity preparedness, and the overall resilience of  
an organization’s cybersecurity ecosystem. This can be done through a self-assessment or with CISA’s 
assistance. The CIS will provide a baseline that will later be used to show improvement in the information 
security maturity of  the organization based on the proposed project.

Cyber Readiness Institute: The Cyber Readiness Program is a practical, stepby- step guide to help small 
and medium-sized enterprises become cyber ready. Completing the Program will make your organization 
safer, more secure, and stronger in the face of  cyber threats. The Cyber Readiness Program also 
provides a template for an incident response plan that your organization can customize. No cost to 
participate
Global Cyber Alliance: a free toolkit to help small to medium-sized businesses implement basic cyber 
hygiene which will enable business owners to significantly reduce the cyber risks they face every day. 

https://www.cisa.gov/
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/resources-tools/resources/cpg-report
https://www.cisa.gov/resources-tools/resources/cisa-cpg-checklist
https://www.cisa.gov/resources-tools/resources/complete-cpgs-matrixspreadsheet
https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/resources-tools/services/cyber-infrastructure-survey
https://www.cyberreadinessinstitute.org/the-cyber-readiness-program
https://gcatoolkit.org/smallbusiness/


For Those that Just Need some Templates to Improve Policies

For Municipal or Other Government Clients

For Clients That Have IT Support to Implement

Training

Reporting Cyber Crime

Global Cyber Alliance Learning Portal: Cybersecurity for Small Business Access our growing library of 
free detailed training courses and helpful guided resources for small businesses.
National Cyber Security Alliance: CyberSecure My Business™ is a national program helping small and 
medium-sized businesses (SMBs) learn to be safer and more secure online, with a variety of  resources 
and tools aimed at this stakeholder group. 

This service may be free depending on available funding; join the waitlist for more information

SANS Information Security Policy Templates: A library of  comprehensive cybersecurity policy templates 
that business owners can use to inspire and optimize their own cyber policies. These templates cover a 
wide range of  policy areas, including Network Security, Server Security, Application Security and more. 
PDF and .docx templates

Multi-State Information Sharing and Analysis Center: The mission of  the MS-ISAC is to improve the 
overall cybersecurity posture of  U.S. State, Local, Tribal, and Territorial (SLTT) government organizations 
through coordination, collaboration, cooperation, and increased communication.

Global Cyber Alliance: DMARC setup guide, free, practical, real-world solutions that improve 
cybersecurity. 

National Initiative for Cybersecurity Careers and Studies (NICCS): the NICCS Training Catalog provides a 
listing of  cybersecurity and cybersecurity-related training courses offered in the United States. 
ISC2 FREE Entry-level Cybersecurity Training + Certification Exam

FBI Internet Crime Complaint Center: the Internet Crime Complaint Center (IC3accepts online Internet 
crime complaints from victims or from a third party to the complainant. 

https://edu.globalcyberalliance.org/bundles/small-business
https://staysafeonline.org/programs/cybersecure-my-business/
https://www.sans.org/information-security-policy/
https://www.cisecurity.org/ms-isac
https://dmarcguide.globalcyberalliance.org/
https://niccs.cisa.gov/
https://www.isc2.org/Certifications/CC
https://www.ic3.gov/
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